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Abstract

A consistent finding reported in online privacy research is that an overwhelming majority of people are ‘concerned’ about their privacy

when they use the Internet. Therefore, it is important to understand the discourse of Internet users’ privacy concerns, and any actions

they take to guard against these concerns. A Dynamic Interviewing Programme (DIP) was employed in order to survey users of an

instant messaging ICQ (‘I seek you’) client using both closed and open question formats. Analysis of 530 respondents’ data illustrates the

importance of establishing users’ privacy concerns and the reasoning behind these concerns. Results indicate that Internet users are

concerned about a wider range of privacy issues than surveys have typically covered. The results do not provide final definitions for the

areas of online privacy, but provide information that is useful to gain a better understanding of privacy concerns and actions.

r 2007 Elsevier Ltd. All rights reserved.
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1. Introduction

The Internet forms a part of many people’s daily life,
from doing the grocery shop, communicating with friends
and relatives, through to conducting specialist research,
teaching and working. The increased use of the Internet,
together with rapid advances in technology, has changed
the way in which information about users is gathered,
stored and exchanged. Accordingly, concerns about the
privacy of Internet users have grown in importance.
Academic research and press articles about Internet users’
privacy concerns and behaviours appear regularly (e.g.
Klein, 2004; Vise, 2005). However, privacy is a changeable
concept that encompasses a variety of meanings.
e front matter r 2007 Elsevier Ltd. All rights reserved.
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1.1. What is privacy?

There have been many attempts to define privacy. In a
legal context, privacy is largely synonymous with a ‘right to
be let alone’ (Warren and Brandeis, 1890). Others have
argued that privacy is only the right to prevent the
disclosure of personal information to others (e.g. Westin,
1967). Within the psychological literature, Westin’s (1967)
and Altman’s (1975) theories of privacy both feature
prominently. Since these earlier theories, many researchers
have referred to the difficulties involved in trying to
produce a definition (e.g. Burgoon et al., 1989) and
despite various attempts to create a synthesis of existing
literature (e.g. Parent, 1983; Schoeman, 1984) a unified,
single account of privacy has yet to emerge.
This difficulty in producing a single definition of privacy

has resulted in multidimensional approaches to defining
it. For example, Burgoon et al. (1989) distinguish four
dimensions of privacy and define it using these dimensions
as ‘‘the ability to control and limit physical, interactional,
psychological and informational access to the self or one’s
group’’ (Burgoon et al., 1989, p. 132). DeCew (1997) also
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reflects the multidimensional nature of privacy in her
definition which consists of three dimensions: Informa-

tional, accessibility and expressive privacy.
Technology and the Internet pose unique privacy issues

that differ from those previously addressed by privacy
research (e.g. Smith et al., 1996). For instance, when doing
the grocery shopping online, users may be concerned about
whether a retailer stores information about their purchases,
and whether this information may be sold to third parties
who will then send them unwanted mail. In particular, the
more traditional ways of understanding and defining
privacy do not account for the unique problems technology
has introduced (Solove, 2004). Technology and the Internet
requires us to rethink the traditional definitions of privacy:
‘‘Technology creates privacy issues that appear to fall
outside the bounds of our traditional analysisywe do need
to sharpen and deepen our understanding of traditional
concerns regarding privacy in order to respond to these
new situations’’ (Austin, 2003, p. 164). For the purposes of
this paper, we will assume a multidimensional view of

privacy.

1.2. Privacy concerns

Central to the definition of privacy is the issue of privacy
concern (Westin, 1967). Over the recent years, the concept
of privacy concern has been regularly applied to the
Internet (e.g. Cranor, 1999) and there have been reports
that offline privacy concerns appear to be magnified online
(Privacy Knowledge Base, 2005).

Numerous studies have consistently concluded that the
overwhelming majority of people are ‘concerned’ or ‘very
concerned’ about threats to their privacy while online, and
are willing to act to protect it. For example: Harris et al.
(1998) reported that 87% of Internet users are ‘concerned’
about threats to their privacy while online, with 56% being
‘very concerned’; Jupiter (2002) reported 70% of American
consumers worry about online privacy; Harris (2004)
report that 65% of respondents say that they had declined
to register at an e-commerce site because of privacy
concerns; a PC world survey (2003) of 1500 Internet users
found that 88% were concerned about websites sharing
their e-mail address, and 91% were concerned about being
tracked while using the web; Statistics Canada (2006)
reported that 57% were wary of using credit cards online
(for recent survey results, see also http://www.epic.org/
privacy/survey/).

The majority of studies that have examined privacy
concerns have been conducted using a survey methodol-
ogy, where users’ attitudes toward privacy are assessed by
asking them to indicate on a fixed scale the degree to which
they agree with specific privacy statements. For example,
the Internet Users’ Information Privacy Concerns (IUIPC)
survey (Malhotra et al., 2004) was designed to reflect
Internet users’ concerns about information privacy. Parti-
cipants are asked to respond to ten items using a 7-point
likert scale from strongly agree to strongly disagree such as
‘‘I’m concerned that online companies are collecting too
much personal information about me’’ and ‘‘It is very
important to me that I am aware and knowledgeable about
how my personal information will be used’’. However,
surveys such as this tend to make assumptions about
privacy. By only allowing users to respond on a fixed scale
no additional information regarding the reasoning behind
participants’ responses can be gained.
In addition, the majority of studies tend to view privacy

as a one-dimensional construct, focusing only on the
dimension of informational privacy. As indicated pre-
viously, privacy is multidimensional in nature (Burgoon
et al., 1989; DeCew, 1997). Furthermore, these studies also
make numerous assumptions about how users perceive
privacy: they require responses to a number of specific
privacy related concepts—although it is not clear how these
concepts were collected, or why they were used. As
described in Section 1.1, the concept of privacy is highly
complex, therefore, it is unlikely that surveys can accu-
rately reflect respondents’ true concerns.
Harper and Singleton (2001) reviewed 23 privacy surveys

and found an almost universal use of questions which
prompted for certain results and as such probably distorted
or manipulated the responses provided. Harper and
Singleton also criticised the surveys they reviewed for not
separating ‘privacy’ issues. For example, topics such as
security, credit card fraud, spam and any other crimes and
inconveniences, were often combined under the heading of
‘privacy’ which makes it difficult to identify precise
concerns.
Following their review Harper and Singleton described

how the use of an unprompted survey can provide the most
accurate data. For example, where respondents are not
provided with any response options and are simply asked
to list issues of concern to them. Of the 23 surveys they
reviewed, only one apparently asked a significant number
of unprompted questions about the respondent’s attitudes
to online commerce. This was the Harris Interactive/
Privacy Leadership Initiative survey (2002) which asked
respondents to answer open questions such as why they did
not spend more time on the Internet. Respondents’ answers
showed little concern with the traditional notions of
privacy and more concern for crime issues (e.g. credit card
theft), the desire to see the product before buying it, or
problems with convenience or selection in buying online.
Finally, as well as concerns about privacy, it is also

important to consider any actions people may take to
protect their privacy. There is the issue that users who are
concerned may take actions to protect their privacy, which
in turn could reduce their level of concern.

1.3. The present study

While many studies have measured online privacy
concerns, these have tended to focus on only the magnitude
of concern, typically requiring responses on a fixed scale to
items about violations to informational privacy. However,

http://www.epic.org/privacy/survey/
http://www.epic.org/privacy/survey/
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given the many dimensions of privacy it is important to
take a step back and to investigate what meanings of
privacy are involved in the practice of being online and to
study people’s online concerns in detail. In particular, it is
important to detail what individuals are reacting to when
asked about privacy concerns online and not to simply
assume what users perceive about privacy. Due to the
limited opportunity for open responses in the previous
surveys conducted in this area, the present study aims to
explore Internet users’ perceptions of privacy concerns and
any actions they take to guard against these by openly
asking them.

2. Methodology

The study employed the use of a Dynamic Interviewing
Programme (DIP) to survey ICQ-users automatically. ICQ
(‘I seek you’) is an online, real time chat programme from
which users can send and receive instant messages. ICQ
was introduced at the end of 1996 and now has over 180
million users in all countries (www.icq.com).

DIP was developed by Stieger and Reips (2005, 2007) for
automatic online interviewing on top of a freely available
ICQ client. DIP randomly selects an ICQ-number from the
online address book at http://www.icq.com/people/. DIP
then sends a chat request to the user’s ICQ programme
saying ‘‘Hello I am DIP. I am an ‘‘dynamic interviewing

program’’. I would like to ask you 10 short questions about
your online behaviour. Would you like to participate?
Please use the options in the brackets. [YES/NO/INFO]’’.
The ICQ user then responds positively by typing ‘‘YES’’ if
he or she is interested in participating in the survey (Fig. 1
shows the beginning of a conversation with DIP). If the
respondent answers ‘‘NO’’ DIP stops asking. If the
respondent types ‘‘INFO’’ DIP responds with the message
‘‘Please select one option of the words in brackets if
Fig. 1. Beginning of an automated interview via Instant Messaging with D
appropriate or visit my homepage http://homepage.
univie.ac.at/stefan.stieger/dip/ for further information’’.
DIP can ask two sorts of questions—with or without

pre-defined answers required. A question without a set of
required pre-defined answers (open format) shows only a
minimal set of ‘steering answers’ in the square brackets:
[DECLINE/EXIT/INFO]. Questions that may only be
answered with one of the options listed (closed or multiple
choice format) are recognisable via the additional possible
answers in the square brackets, e.g. [YES/NO/DECLINE/
EXIT/INFO].
DIP is able to adaptively choose questions depending on

the respondent’s answers (dynamic branching), similar to
branched testing in diagnostic assessments. This type of
sensitive automated interviewing spares the respondent
from having to answer superfluous questions (with de-
motivating effects) and saves time for a deeper investiga-
tion of the specific respondent’s opinion.
To meet the respondent’s need for general information

about DIP and the research project a URL is provided at
the beginning of an interview. For information about the
specific question asked, DIP offers an INFO response
option. By typing ‘‘INFO’’ the respondent is presented
with a question specific information text that explains the
question in more detail. For the earlier questions in the
interview respondents were provided with detailed infor-
mation. For example, when asked ‘‘how many hours per

week do you use the Internet?’’ by typing INFO respondents
would be told ‘‘please type the number of hours you actively

use the Internet in an average week, for example ‘‘12’’ if you

use the Internet for approximately twelve hours per week’’.
For the later items in the survey, regarding privacy
concerns and privacy actions, respondents were provided
with only basic information. For example, when asked
what their main privacy concerns online were, by typing
INFO respondents were simply told to ‘‘please detail what
IP (Stieger and Reips, 2005, 2007). (Figure adapted from Reips, 2006.)

http://www.icq.com
http://www.icq.com/people/
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your major concerns about privacy are when you are using

the Internet’’. This was to ensure we did not lead
respondents with any particular definitions of ‘privacy’.

Full details of the response options are shown in Fig. 1.
DIP can be accessed and ‘‘chatted with’’ at ICQ number
153155077 (see http://homepage.univie.ac.at/stefan.stieger/
dip/ or via the iScience Server at http://psych-iscience.
unizh.ch/).

2.1. Materials

The questionnaire was developed in order to achieve the
aims detailed in Section 1.3. The final version consisted of
10 questions that were a mixture of open, multiple choice
and closed formats.

For each question participants were asked to use the
response options provided or to answer the open question.
Regardless of format, every question included the options
DECLINE (for respondents who do not want to answer a
Fig. 2. Quest
particular question), EXIT (for respondents who want to
leave the questionnaire and do not want to return to it
later) and INFO (for respondents who need more
information. This information is included in the ques-
tionnaire design to enable DIP to send tailored information
about the particular question). At the end of the
questionnaire users were thanked for their time. The
complete questionnaire can be seen below in Fig. 2.

2.2. Participants

An interview request was sent to 79 707 randomly
selected ICQ users from the online address book at
ICQ.com. From 1 507 owners of the contacted ICQ
numbers came some kind of response. The response rate
was 1.9%, with response defined as responding to a
minimum of one question. Following data cleaning
(described in Section 3.1 below) responses from 530
participants were fully analysed.
ionnaire.

http://homepage.univie.ac.at/stefan.stieger/dip/
http://homepage.univie.ac.at/stefan.stieger/dip/
http://psych-iscience.unizh.ch/
http://psych-iscience.unizh.ch/
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Of these respondents, 75.1% (n ¼ 398) reported to be
male, 22.8% (n ¼ 121) reported to be female (missing
data ¼ 2.1%). The mean age of the sample was 24.6 years,
(range: 12–76 years, SD ¼ 8.4). The majority of the
respondents (75.3%) were 30 years of age or younger.
Although we cannot be sure that the demographics
reported by users are correct, Stieger and Göritz (2006)
found that in online interviews conducted via different
Instant Messaging programs, the false response rate for sex
was below 6%. A direct comparison of data from an online
questionnaire and data from an online interview of the
same respondents showed no difference in sex and age.

Respondents were located in countries all over the world,
with the largest number located in Russia (20.6%), followed
by Germany (9.2%). The majority of users reported
accessing the Internet from a computer at home only
(63.8%). About 22.7% reported only accessing the Internet
from a computer at their Company premises and 8.7%
from both a computer at home and a computer at their
Company premises. The remainder of respondents reported
accessing the Internet from a computer at university or
Internet café or elsewhere (e.g. using mobile phone).

In terms of Internet experience, the mean number of
years respondents had been using the Internet was 6.2 years
(SD ¼ 3.9 years) (n ¼ 468). The largest number of respon-
dents had used the Internet for over 5 years but less than 10
years (32.9%). Respondents reported spending an average
of 33.2 h/week using the Internet (SD ¼ 32.0) (n ¼ 488),
with the greatest number (38.7%) spending over 30 h a
week. Most respondents who had been using the Internet
for just 1 year reported spending between 1 and 5 h a week
online. Whereas, most respondents who had used the
Internet for over 2 years reported spending over 30 h a
week online.

3. Results

3.1. Data cleaning

For each question participants were asked, non-re-
sponses, selection of the DECLINE option, unrelated
responses (e.g. attempts to ‘‘chat’’ to DIP) and inappropri-
ate responses (e.g. swearing, derogatory remarks, com-
plaints) were removed. Respondents’ use of the INFO
option was calculated (see Section 3.2) before the remain-
ing responses to each question were collated and entered
into a statistical analysis package (SPSS). Responses to
closed and multiple choice questions were quantified.
Detailed responses for open questions were considered
before a smaller set of categories were created by using the
terminology employed by respondents. All responses were
then sorted into the smaller set of categories.

3.2. Respondents use of INFO

As described, respondents were able to type ‘‘INFO’’ in
response to any question in order to gain more information
about that question. In total, 216 respondents used the
INFO option at least once, and the majority of these only
used it once (n ¼ 166). As would be expected, asking
respondents if they would like to participate in the survey
resulted in the highest occurrence of INFO responses (90
respondents who completed the survey requested further
information). When asked the closed item regarding
privacy concerns using the Internet, only 27 respondents
typed INFO and only 28 respondents responded with
INFO when they were asked to detail their concerns in the
follow up open item. A lower number of respondents used
the INFO response when asked about their privacy actions
(n ¼ 4 to the closed item and n ¼ 7 to the follow up open
item).
The remainder of the results section is organised by the

questions participants were asked. The number of respon-
dents to each question (written as n) varies throughout for
the reasons indicated above.
3.3. Respondents privacy concerns

This section first describes the percentage of respondents
who reported being concerned about their privacy whilst
online. It then goes on to consider the respondents reported
age, gender, Internet experience and location. Statistical
tests are conducted to determine whether any differences
observed are statistically significant. Finally, respondents
detailed privacy concerns are described.
3.3.1. Do respondents have any concerns about privacy while

they are using the Internet? (n ¼ 497)

The majority of respondents (56%) stated they do have
concerns about privacy when they are online. This pattern
was true for both males and females. A w2 statistical test
showed that the relationship between privacy concern and
gender of respondent was not statistically significant.
Respondents were split into four groups on the basis of

their reported age (20 years and under; 21–30 years; 31–40
years; over 40 years). Fig. 3 shows the percentage of
participants who were concerned about privacy online in
each of the four age groups.
From Fig. 3 it can be seen that for all age groups above

20 years of age, the percentage of respondents who were
concerned about privacy online was higher than the
percentage that were not. However, for the age group ‘20
years and under’, a lower percentage of respondents were
concerned about privacy online than those who were not.
The relationship between privacy concern and the age of
respondent was found to be statistically significant
[w2 ¼ 15.144, df ¼ 3, po.005].
There was no difference between those respondents who

were concerned about privacy and those who were not
concerned when considered in relation to: where they
accessed the Internet from; the mean number of hours
spent using the Internet per week; or the mean number of
years spent using the Internet.
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Fig. 3. Percentage of participants concerned about privacy online,

organised by reported age.

Table 2

Respondents reasons for not having concerns about privacy when they are

Table 1

Respondents main concerns about privacy when online

Common concerns % of respondents n

Viruses 16.1 26

Spam 10.5 17

Spyware 9.9 16

Hackers 8.0 13

Access to personal information 6.8 11

Security 5.6 9

Identity theft 3.7 6

Trojan 3.1 5

Deception/honesty 1.2 2
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Finally, respondents were split into groups on the basis
of the country they reported being located in. The
percentage of respondents who were concerned about their
privacy online did not depend on their location.

3.3.2. Statistical analyses

A statistical procedure known as ‘Discriminant Analysis’
was used to enable us to determine whether the informa-
tion we had about the participants (their age, the number
of hours per week they spend on the Internet and the
number of years they have been using the Internet) could
allow us to discriminate between whether or not they are
concerned about their privacy when they use the Internet.
A discriminant analysis was performed with Privacy

Concern (yes or no) as the dependent variable and Age,
Number of hours spent per week using the Internet and
Number of years spent using the Internet as the predictor
variables.1 Overall, the discriminant function successfully
predicted outcome for 57.4% of cases, with accurate
predictions being made for 51.2% of users who are not
concerned about privacy and 62.1% of users who are.

The results of the discriminant analysis suggest that Age
is the best predictor of whether people are concerned about
their privacy whilst they are using the Internet, and the
older users are, the more likely they are to be concerned.

3.3.3. What were respondents’ major concerns about

privacy?

Of the respondents who stated that they do have
concerns about their privacy when online, 58% detailed
their concerns (n ¼ 162). Participants’ concerns were
placed into a number of categories which were developed
1A total of 399 participants’ responses were analysed. Univariate

ANOVAs revealed that the privacy concerned and privacy non-concerned

differed significantly on the predictor variable of age [F(1,397) ¼ 11.831,

po.001]. A single discriminant function was calculated. The value of this

function was significantly different for privacy concerned and privacy non-

concerned [w2 ¼ 11.937, df ¼ 3, po.01]. The correlations between the

predictor variables and the discriminant function suggested that age was

the best predictor of privacy concern. Age was positively correlated with

discriminant function value.
using the terminology employed by the majority of
respondents. The most common concerns listed by
respondents are shown in Table 1.
From Table 1 it can be seen that the top two concerns

listed were ‘viruses’ and ‘spam’. Respondents also reported
that they were concerned about ‘hackers’ and number of
respondents simply stated the term ‘security’ as a main
privacy concern for them when they are online. Other
concerns included people getting ‘access to personal
information’ and some respondents specifically used the
term ‘Identity theft’.
Although some users were concerned about privacy

online, more detailed observations of their open responses
illustrated that they were concerned about some issues, but
not about others. For example, one respondent stated that
they were ‘‘concerned about spam and spy ware’’, but that
they had ‘‘very few concerns regarding online financial
transactions’’.
The respondents who were not concerned about their

privacy when online were asked to outline why they were
not concerned. About 56% of respondents detailed why
they were not concerned (n ¼ 121). Participants’ responses
were categorized as described above. The most common
reasons provided by respondents are shown in Table 2.
From Table 2 it can be seen that the top reason provided

by respondents for not being concerned about their privacy
online was that they had some information technology (IT)
experience and so had already carried out the appropriate
actions to protect themselves online. For example, ‘‘I know
what I am doing’’; ‘‘I have installed software’’. The
remaining reasons provided by respondents for not being
using the Internet

Common reasons for no concerns % of respondents n

IT experience 23.1 28

Not caring 17.4 21

Nothing to hide 15.7 19

Not knowing 11.6 14

Asking ‘Why? Should I be?’ 4.1 5

Had no problems before 3.3 4
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Table 3

Mean hours per week and mean number of years spent online for

respondents who reported they do take action to protect their privacy

online

Take privacy action? Mean (SD) hours per week Mean (SD) years

No 27.1 (28.1) (n ¼ 110) 5.4 (3.0) (n ¼ 102)

Yes 37.4 (33.5) (n ¼ 309) 6.5 (4.1) (n ¼ 305)

2A total of 363 cases were analysed. Univariate ANOVAs revealed that

the privacy action and privacy non-action differed significantly on the

predictor variable of Number of years using the Internet [F(1,361) ¼ 4.098,

po.05]. Number of hours spent per week using the Internet was

marginally significant [F ¼ 3.583(1,361), p ¼ .059]. A single discriminant

function was calculated. The value of this function only approached

significance for privacy action and privacy non-action [w2 ¼ 6.891, df ¼ 3,

p ¼ .075]. The correlations between the predictor variables and the

discriminant function suggested that Number of hours spent per week

using the Internet and Number of years using the Internet were the best

predictor of privacy action. Number of hours spent per week using the

Internet and number of years using the Internet were positively correlated

with the discriminant function value.
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concerned were simply not caring: ‘‘I don’t care, I’m just
not [concerned]’’. Some respondents were not aware of any
online risks, stating they were not concerned about online
privacy because they ‘‘just chat, nothing else’’. The
remaining respondents stated that they have ‘‘nothing to
hide’’ or that they have not had any problems before: ‘‘I’ve
never had a problem before, and neither has any of my
family members or close friends’’.

3.4. Respondents privacy actions

This section first describes the percentage of respondents
who reported taking action to protect their privacy
on the Internet. It then goes on to consider the
respondents’ reported age, gender, Internet experience
and location. Statistical tests are conducted to determine
whether any differences observed are statistically signifi-
cant. Finally, respondents’ detailed privacy actions are
described.

3.4.1. Do respondents take any action(s) to protect their

privacy while they are using the Internet? (n ¼ 450)

The majority of respondents (73%) stated that they take
actions to protect their privacy when online. This pattern
was true for both males and females. A larger percentage of
males (75%) reported taking action than females did
(68%). This difference between males and females was not
shown to be statistically significant.

Respondents were again split into four groups on the
basis of their reported age. For all categories of age a
higher percentage of respondents took action than those
who did not. The relationship between privacy action and
the age of respondent was not found to be statistically
significant.

The mean hours per week and the mean number of years
respondents spend on the Internet was calculated and is
shown in relation in Table 3.

From Table 3, it can be seen that respondents who do
take action to protect their privacy online spend, on
average, a higher number of hours per week online and
have also been using the Internet for a greater number of
years.

Finally, no differences were observed between the
percentage of respondents who reported taking action to
protect their privacy and their location.

3.4.2. Statistical analyses

Discriminant analysis was again used to enable us to
determine whether the information we had about the
participants (their age, the number of hours per week they
spend on the Internet and the number of years they have
been using the Internet) could allow us to discriminate
between whether they took action to protect their privacy
when they used the Internet. A discriminant analysis
was performed with Privacy Actions (yes or no) as the
dependent variable and Age, Number of hours spent per

week using the Internet and Number of years spent using the
Internet as the predictor variables.2 Overall, the discrimi-
nant function successfully predicted outcome for 55.6% of
cases, with accurate predictions being made for 56.8% of
users who do not take actions to protect their privacy and
55.3% of users who do.
The results of the discriminant analysis suggest that the

more hours users spend on the Internet a week, and the
more years users have been using the Internet, the more
likely they are to take actions to protect their privacy.

3.4.3. What actions did respondents report taking to protect

their privacy when using the Internet?

Of the respondents who do take actions to protect their
privacy online, 66% (n ¼ 217) detailed the actions they
take. The actions listed were categorized as described
previously. All of these respondents reported using some
kind of ‘‘software’’ or ‘‘programme’’. The most common
actions listed by respondents are shown in Table 4.
From Table 4 it can be seen that the top two actions

listed were the use of a ‘‘firewall’’ and of some kind
of ‘‘antivirus’’ software, some respondents detailed the
specific software they use. A number of respondents also
reported using Antispam software.
Some respondents stated that they are careful about the

amount and type of information they give away when
online. For example, they do not reveal their real name,
they change it or they use a nickname, and they limit the
amount of information they provide: ‘‘Not to show e-mail
address, phone number and details about me for every-
one’’.
The respondents who stated that they did not take any

action to protect their privacy online were asked to outline
why they did not. About 51% (n ¼ 61) of respondents
detailed their reasons for not taking actions. The most
common reasons provided are shown in Table 5.
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Table 4

Respondents’ main actions taken to protect privacy online

Action % of respondents n

Firewall 42.9 93

Antivirus 37.8 82

Careful about information give away/use

nickname etc

9.7 21

Antispam 4.6 10

Work responsible 0.9 2

Table 5

Respondents reasons for not taking action to protect their privacy online

No action % of respondents n

Indifference 31.2 19

Do not know how to 19.7 12

No need 16.4 10

Have nothing to hide 9.8 6

No good/not effective 3.3 2
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Fig. 4. Relationship between privacy concerns and privacy actions.
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From Table 5 it can be seen that the most common
reason for not taking action to protect privacy online when
using the Internet was indifference. For example, respon-
dents stating ‘‘I don’t care about it [privacy]’’. A large
proportion of respondents reported that they did not know
how to take action to protect their privacy. Many felt there
was no need to, that they were ‘‘safe enough’’. For a couple
of respondents this response was followed up with further
information, for example, ‘‘it is all done for me by my
company’’. However, in the majority of cases it was not
possible to determine whether respondents felt their was no
need to take action because they simply did not feel a need
to or because they thought that they were already secure as
their work takes action to protect their privacy.

Some respondents appeared to have resigned themselves
to the thought that there was nothing that they could do to
completely protect their privacy. For example, ‘‘well, I
don’t publish any very detailed information about me, like
address, social security number, but I also realise that any
sufficiently determined individual or group can find out
pretty much anything they want’’.

3.5. Privacy concern and privacy action

Fig. 4 shows the relationship between respondents’
privacy concerns and privacy actions.

From Fig. 4 it can be seen that there are four ‘privacy
concern-action’ types of respondent. The majority of
participants who have privacy concerns take action to
protect their privacy when they are online, However, there
are a number of respondents who are concerned about
privacy but do not take any actions. The most common
reason for not taking action provided by this group of
participants was that they did not know how to. There was
no clear reasoning for the respondents who stated that they
were not concerned about privacy but still took action to
protect their privacy online.

4. Discussion

4.1. Discussion of results

In the present study, 56% of respondents stated that they
were concerned about privacy online. This figure is lower
than those reported by studies using a Likert scale response
option. For example, the Harris et al. (1998) study reported
87% of respondents, and Jupiter (2002) reported 70% of
respondents were concerned about privacy online. The use
of an open question format as a follow up to a closed
question about privacy concerns in the present study
allowed some insight into the reasoning behind partici-
pants’ responses. Responses to the open question demon-
strated that there were very different reasons for users’
levels of privacy concern. For example, some users were
not concerned due to the fact that they already take action
to protect their privacy when online. This may perhaps be a
response to the numerous articles in the media about
threats to privacy online (e.g. ‘Beware the dark side of the
net’, BBC News, 10th December, 2004). A recent survey by
Pew Internet and American Life project (2005) found that
nine out of ten US Internet users had changed their
behaviour online due to the fear of installing spyware and
viruses. In contrast, some users were not concerned simply
because they were not aware of any threats to their privacy
when they are online. Such responses indicate that there are
very different levels of awareness and knowledge of
violations or possible violations to online privacy.
In addition, the previous online privacy surveys de-

scribed (e.g. Harris et al., 1998; Jupiter, 2002) did not
mention any participants asking for clarification of the
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term ‘privacy’ when they were providing their responses. In
other words, all participants responded to questions which
included the term privacy without asking for further
explanation of its definition. This finding has also been
reported by researchers exploring online privacy through
semi-structured interviewing and participation-observation
methods (Viseu et al., 2004). In the present study,
participants also readily responded to the term privacy.
This can be demonstrated by the low number of
participants requesting more ‘‘INFO’’ when responding
to the privacy items.

The privacy concerns reported by respondents covered a
wider range of areas than previous privacy surveys usually
consider. The detailed responses in the present study
indicate that Internet users are not only concerned about
informational privacy, even though this is the only privacy
dimension they are usually surveyed on (e.g. Harris et al.,
1998; Malhotra et al., 2004). The concerns reported in the
present study covered all of the different privacy dimen-
sions defined by Burgoon et al. (1989) and DeCew (1997).
For example, respondents used terms such as ‘viruses’ and
spam’ when asked about privacy concern. However, these
terms have not usually been thought of as privacy issues by
previous researchers as they do not relate to informational
privacy: although Harper and Singleton (2001) acknowl-
edge in their review of surveys that spam is an issue
that some may include with privacy, they report that
‘‘spam is not in essence a privacy issue, but rather one of
inconvenience and annoyance’’ (p. 6). However, DeCew’s
accessibility dimension includes cases where physical access
is at stake, for example through intrusions such as
spam and viruses. Surveys which require responses to a
closed item about privacy concerns should be aware that
respondents may be considering the term ‘privacy’ as a
wider concept than just informational privacy.

Results also indicated that privacy concerns varied with
age, with older respondents being more likely to be
concerned about privacy online. The present study does
not distinguish between differing uses of the ICQ client.
Perhaps older respondents were using ICQ in a more
professional manner and were more aware of privacy
threats than younger respondents, who could have been
using ICQ predominantly to chat to friends. Whatever the
explanation it may be important to keep the differences in
mind when designing online services where personal data
are collected.

In the present study, 73% of respondents stated that they
take actions to protect their privacy when they are using
the Internet. There are several technologies available to
users to protect online privacy, for example firewalls, meta
tags to prevent or guide robots, spiders and crawlers on
their way through Web sites (Birnbaum and Reips, 2005),
hiding of IP addresses and anonymizing services (e.g.
anonymizer.com). There are also numerous Websites
providing advice about how to protect privacy (e.g. the
Electronic Privacy Information Centre, 2005). Despite this
there was a proportion of respondents who did not take
any action to protect their privacy. Again, the use of an
open ended question as a follow up to the closed question
about privacy actions in the present study allowed some
insight into the reasoning behind participants’ responses.
For example, in some cases users did not take action
because their company was responsible for this. However,
there were a number of users who did not take action as
they simply did not know how to protect their privacy
online, even though they were concerned.
Results showed that Internet experience was the best

predictor of whether a respondent takes actions to protect
their privacy online. The more hours a respondent spends
on the Internet, and the more years they have been using
the Internet, the more likely they are to take actions to
protect their privacy. It follows that the more online
experience a person has, the more they will know about
possible privacy threats, and the more they will know
about how to take actions to protect themselves.
When asked about actions, participants again used terms

which covered the different dimensions of privacy. For
example, terms such as ‘firewall’ and ‘antivirus’ were used.
These terms are not commonly thought of as privacy
actions. The surveys and literature which have observed
users actions to protect their privacy online usually focus
on privacy policies and trust marks (e.g. Jenson et al.,
2005).
Finally, it was also evident that individuals approach

privacy from the context of their own actual practices,
associating it with their individual experiences and
concerns. For example, ‘‘I have had no untoward
experience’’ and ‘‘I never experienced a situation in which
my privacy on the Internet has been disturbed’’. This
further supports the finding that Internet experience was
the best predictor of whether a user takes action to protect
their privacy online.

4.2. Discussion of methodology

The majority of published online privacy surveys have
been conducted with Internet users in the United States as
respondents. The present study surveys respondents from a
wider geographical area. However, as only ICQ users were
interviewed our sample is not representative of the Internet
population.
An interview request was sent to 79 707 ICQ users and

the response rate was below 2%. Such a low response rate
may be due to spam filters used in newer versions of ICQ,
because many ICQ accounts are silent, and because of the
way potential respondents were contacted. Participation
was not actively sought for by the respondents, rather
they were contacted by DIP. Naturally, many of those
contacted did not have time when they were contacted, and
some may have not responded in reactance. There were
some complaints from users and as such they did not
complete the survey. Other users commented that they
would not have privacy concerns as high as other users as
they were responding to the survey. Perhaps some users did
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not respond as they were very concerned about their
privacy. For example, one respondent stated ‘‘[I have] not
as much concern as many others seem to have (otherwise I
would ignore this interview)’’. Furthermore, respondents
were given the option of responding ‘No’ to the request
from DIP to participate, if they did so they were then asked
if they would like to be contacted again and thanked for
their time.

It is worth noting the demographics of the respondents.
The largest number of users were located in Russia,
followed by Germany. The survey did not include a
measure of respondents’ level of fluency in English and
therefore it cannot be assumed that all users understood
the term privacy. This may partially explain the wide range
of responses provided. Ideally, the open ended questions
could have been followed up with more specific questions
to ensure respondents explained their concerns fully.
Further follow up items could also have related to specific
online activities. However, it was necessary to limit the
number of questions in order to ensure that the motivation
level of respondents was kept high and to avoid reduced
data quality (Reips, 2000, 2002). Although statistically
significant, the discriminant analysis function only success-
fully predicted outcomes for 57.4% of participants in
relation to their privacy concern, and 55.6% of participants
in relation to their privacy actions. Undoubtedly there are
a number of other factors at work which certainly warrant
further investigation.

Future research will employ DIP to run a number of
smaller studies which will focus on participants’ privacy
behaviours and specific aspects of privacy. In addition,
DIP may be used to investigate whether users who are less
concerned about their online privacy (as they take actions
to protect it) have a realistic view of their level of
protection, given the ever changing nature of privacy
threats. Research is also currently underway with a
different population of Internet users (including an
established panel of distance education students and users
recruited through online research sites). This research has
focused on the interaction between people’s willingness to
disclose online and their privacy concerns and behaviours
(Paine et al., 2006); how people’s privacy concerns translate
to privacy-enhancing behaviours while online (Joinson and
Paine, in press) and has resulted in the development of
Internet-administered scales which measure all dimensions
of privacy concern and behaviours (Buchanan et al., 2007).

To summarise, by using an open question format in the
present survey we gained a fine grained understanding of
Internet users’ perceptions of ‘privacy concerns’ and
‘privacy actions’. The wide variation in responses to all
of the items confirms what is frequently asserted in the
privacy literature: The significant reach of the privacy
debate. It is clear from the responses to the present survey
that privacy is considered a multidimensional concept.
When asked for an open response, users mentioned
concerns and actions from all dimensions of privacy, not
just informational privacy. In conclusion, the results of the
present study provide information which is useful to
provide a better understanding of Internet users’ percep-
tions of privacy. These findings will inform the develop-
ment of future privacy studies by the authors.
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