He@lth Information on the Internet

B NUMBER 58 ALGUST 2007

Looking for medical information
on the Internet: self-disclosure,

privacy and trust

Tom Buchanan

buchant@wmin.ac.uk

Department of Psychology, University of Westminster, UK

Adam M. Jeinson and Carina Paine

Institute of Educational Technology, The Open University, UK

UIf-Dietrich Reips

Department of Psychology, University of Zurich, Switzerland

Isternet-based Realth tformation may be easier for people fo acoess than
racitional sovrces, i pert becavse f can be found more privately. However,
there are threais fo this privacy. Awareness of this, and loss of trust i Internet

search fecknolagy, may reduce willingress o look for information online

Looking for health information
online

The Infemet confinues o Brov iri
i.mpnrl:annc 2z a wvaluable source of
infrrrmabion, bath for hoaltheans Fln.'llie':r
sionals and corsumess. While the qual-
ity of freely available information i
somebmes debateble, there is corsader-
able eviderce that rm-FmE-m:inn.aL-i
anc l.L"ii.l.'l.E the Wb bo acoess health Infor-
maticn that is relevard fo them.

The 2006 Online Health Search sur-
vy by the Pew Infermet and American
Life DProject  sownererpeainbemetong!
PPEIr Slfreport_displayzspe found  that
BFG of American [Infermet users have
looked for health information on the
Internef; on a typical day in 2004,
arournd B million Amercan adults
looked for healthcare  information
online. It a s that acoess bo free
medical information online is CIMp-
ering for at least some people with
health problems, who ame able to
ressicarch their conditiors and  somic-
times acomss information more casily
than I:h:-.-.-u.;#l traditional mears. In the
UE, the sucoes of MHS Direct which
provides information and advice via a
Wb mife ossane nbadirecs rs uichs, fple-
phome and interactive digital television
bex over 2 million people cach month is a

clear example of this.
Much of this al:li.\'il:].' i Ehﬂ:.-' to be
due fo te converdence of acoesing

information online one can rescanch a
miedical condition at ore's desk, ar even
m-'ia.:b:mnmrnnarrmbikph:-n:,mun:h
more quickly and conveniendly than

through confact with the tradifional
medical establishment. Convenience &
likely fo be a major modivation for mamy
arline healtheare consurmners.

Psychological factors

Amowell an oorvenicnee, there are also
psychological reasons why some indi-
viduals may prefer fo acoss informa-
tion online. 'Jhiﬁ-isecpcci.ﬂ]:r‘ true i the
case of condiions that may b :';I:iE'r!u-
tined or embarrasivg. In the fest
irstarce, when people are concerned
that they may have a particular prob-

many may fum o the Web as a
soaeroe of Ln.E-:!mn.‘J.nn before mtm:l:u'.g
their doctor. One reason for this i [keby
to do with the fact that rescarching a
condition through traditional mears
(g, contact with a healtheare profes-
sional) nvolves discosing information
that may be sensifive, distressing ar
rJ'LmnI:-r:runE to e s aellf

For example, i VO a&re wer-
ried aboat the pcn-:l]:llllhr vou have a
sewually irarsmitted discase (5T
Consulting a doclor would necessarily
imvolve describing the symploms, your
seeua] history and so on. This is self-dis-
closure of highly personal information:
just by asking about STDs, you are
essentially revealing that you are wor-
ried you have one, and have engaged in
activities that could lead fo irdecbon.

If one asks about STk on the
Intermet, howeever, the sibeabion is some-
what different. I for example, ooc
searches for STD mformation on Google
or anather search engine, one is only
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disclesing the personal information o a
caompuber system, not a persan. Even if
one wene fo sk about 5T inanonline
ﬁJFpm{FrnuFmdim.um forum, onie
can stll hide behind the weil of
ancnymity and ask with no fear of
embarmassing sodal consequences, no
violation of privacy. There is corsider-
able evidence that people will discose
sensifive, personal information more
madi]:p over the Intermet than J.'|.r.1.'
would in persan-to-person situations,

As an r_'n;._mp-]e_. Jeirson ard Baryard

reparted in 2002 that the secking of can-

cer-relafed information on the WIARW
-:heml}" matched  achual F-crwalu:u:c,
whi.l::infnrrn:tinnmﬂnsmhﬂnpﬁum
helplines fended  bo avoid  socially
embarmassing cancers {eg. prosiade or
tessticular carcer). There is a chose paral-
kel writh the work of Micholas ef al.” who
coined the Phh_‘i-l'." ‘march disclosure’ o
-m:PL_Ln thamir E.n.d."n'ﬁ that 'P-unp]c
searched  for more sensitive  health
information at  information  kiosks
located in private, as opposed fo mone
public, locatiors.

Ilmu'll:i.nu:,-'_. self-disclosurne is an inde-
;gal first 5-‘11:! i.rl.]-:-nLci.nE for information
aboat ore's own bealth statas, This dis-
chsure appears to be easier online than
in maore personal encounters.

Mediators of self-disclosure

However, it is not the case that people
will abways be more ready bo dischose
persanal information online.  Fooent
work by Joinson and CI:l.L:'.lE‘I.h'_‘GJ has
examined influences on whether people
disckse persoral nformation to Web
sites (e clectonic  questionnaines).
l‘i:rdi.nE.':- indicated that there are hevo
lihood of self-disclesure online.

The first influenoe comprises charac-
teristic privacy-related  atifudes and
lchaviours, where some individuals are
characleristically mone  privacy-con-
cormed Bhen ofthers. The secord influ-
erce, which is most pertinent to the
current discussion, comprises fempo-
rary stabe-like factors - percoption of
current level of privacy, and frust in the
apency I.'I'.‘qLHE-T'.'I.!‘I.E disclosurne. The influ-
oo of Prm_i:vnnd.l.qdmuvn
appears b bcmndﬂh:ib}' brizst?

loinson ¢f al’ used a behavioural
measune of self-disdosure to examine

respanses B0 an anline |:|I.I.|'_"ib.'.!1.l.'h'.|.'l.|'\'|'.'
as]nu.r:E sensitive personal items (includ-
ing salary and seual hisbory). The sur-

vey was hosted ona Web sife that was
exgperimenitally manipulated to vary the
impression given af: (i} the level of pri-
vacy respondents could expect fhigh or
lowl and f6) how trustworkhy the
ressearch team was {h.'lgh ar low). The
lowest beved of self-disclosune was found
in the kvw-privacy flow-tnest condifion.
Howewver, discosure levels did not sub-
:.'I:.'_n".'i..ﬂl].' VIry acrosE the other three
condibions. In the other low-privacy
crodibon, disdosure levels wese =6l
high. This is kely o be boause trust in
the rescarch feam was highe
This suggests that, even in situations
wihere we ko woe have boae Fri.\.'nc:,-',
W Iy shll disclose 'Pcmnnal informa-
tiom because we trust the person we are
disclosing to. The coredlary of this & that
if ane does mot trust the target of disclo-
sure b protect one's privacy, the ltheli-
hioed nfn:]i.'a-ﬂne:inﬁ 'Pcm'lnal information
to 1t & reduoed. This in bum i.|.'|'||:l|.i:'_": that
Pcupl.n may be less likely to search for
healthcare information through mecha-
nisms or agencics that they do niot trust.

Why this matters: privacy and
trust online

In August 2006, the Infemet company
AQL released date om over 189 milbon
Interniet searches P-r.-dnrmr:d |:|:.-' over
LD of ik members. While the data
were redeesed fo academics for research
purprses, and contzined no direct
information about the identiies of indi-
viduals, # seon became apparent that,
wihen examined in combinabon, some
of the soarch date confaired sufficient
information for named individuals &o
be idendified.

In March 2007, against a backdrop of
pressure from the US Government fo
surrendier i search database for secu-
rity reasans, f'm;:;]e annouriced  Ehat
entrics in its search database would be
anarymised after 18-24 months. This is
in line with EU data profection legisla-
tion that N’.‘qLI.i.TE'I- retendion of data for a
P-:nn-:] of 2 VEArs l"ri.1.'.'_i::|.' advocabes,
wihile w-dmi.ng Gnng:lﬂ"ﬂ- action, have
called for the anorymisation o take
place even sooner.

Civen the expansion of Google info
other arcas of our online lives {e.g. the
indradwction of the Gmiail emadl systemy
the Frooghe sho sites online calen-
dars and officc applications such as
word procesing], the potential for
threats o F::'rva-:_g.-' IMCTeanes as  mone

data about individuals are amasied and

potentially linked up. Google's CEO,
Eric Schmidf, was quobted n 2005 as
saving the company was moving
towards ‘2 Coogle that knows maore
about vou'. As individuals we may nod
knnwwhal: iz knowm about 1=, or whao
has acoms to that informatioce. While
Coogle is making attempls to probect
the privacy of users, the very fact that
data are relzined in server dafabases
I:Euual:-m'ﬁﬂ'atpri.vn:}'.

The implication of swch events is that
'|:||.'i.1.':|.|::r an the I'J'.‘r:mu:‘ -3 b-ncn:rnmg
of using a scarch engine o look :fnr
information on a medical condition i
m1.u:|.'|.|:'_-15'|:|ri.\'ahc I:hmm.nmiﬁhl:in'l..:g-
irie. l"'rmm‘l'l__.'. the illuzice of F-rr'.ar_g."shll
obtains. However, as Infernet privacy
imues become more salient and widely
reported by the media, it & questionable
hewar ln:tgﬂ'l.i.':wiﬂ last It i:;mlinr:l}fpns-
sible Fhat public bust in the search
engine companies may be eroded.

If privacy — ar at Jeast the impresion
that our online actiors are private - i
reduced, there is a possibility that peo-
'|:||.r.“.-.".'|].|.|:lc|rzt':-|mun o conduct searches
I:h..'_l:rrm:.' disclose Fr_"rml information.
While there is dearly 2 need 2
consumers for online medica] informa-
ton, it remains o be scem whether
increased awarenes of privacy issues
will afHect healtheare search 'FBH:E'IT:'I- ir.
the future
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